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DCS 511

Principles of
Information
Security

This course is a key component that provides
fundamental overview of information security
and establishes a solid foundation for the
following program courses. The topics cover the
following: Information Security Fundamental,
Key Information Security Concepts,
Characteristics of Information, and Components
of an Information System, Balancing
Information Security and Access, Risk Analysis,
Physical Design, Security Technology Concepts.

DCS 512

Communication
and Network
Security

This course aims to introduce wireless networks,
including cellular, fixed wireless access, and
wireless LANSs, secure networking security
attacks, network security practice, email
security, IP security, web security, intrusion
detection and prevention systems. In this course
students will also learn advanced concepts in
network security and their implementation in
network and how to analyze and assess security
of network installations in different setups. Hand
on experiments include the execution of attacks,
the setup of intrusion detection and prevention,
securing computers and wired and wireless
networks

DCS 513

Operating
Systems
Security

This course provides students with the theories
and tools used to secure common operating
systems Linux and Windows. Topics covered
include  OS security layers, authentication,
authorization, and accountability, Security
policies, building a secure 0OS for
Linux/Windows

DCS 514

Cryptography
Fundamentals

This course helps the students to learn
cryptographic concepts. In this course students
will learn the workings of cryptographic systems
and use them in real-world applications. Topics
covered include cryptographic primitives such as
symmetric encryption, Number Theory, public
key encryption, hashing functions, digital
signatures, and message authentication codes,
cryptographic protocols, key establishment, and
Electronic commerce.

DCS 521

Information
Security
Management

This course aims to provide the students the
knowledge of cybersecurity management, risks
involved, and controls used in preventing
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cybersecurity risks. Students will also learn to
implement the control framework in business
and Governance. Students will know the
methods of security verification and validation.
Students will know the various frameworks
used in cybersecurity management.

DCS 522

Secure Software
Development

This course will provide students to understand
the theories and tools used for secure software
design, threat analysis, secure coding, and
vulnerability analysis. Students will study, in-
depth, vulnerability classes to understand how
to protect software and how to develop secure
software. This course will also cover various
analysis and design techniques for improving
software security.

DCS 523

Ethical Hacking

This course aims to provide the students the
knowledge of ethical hacking techniques
commonly used to breech and exploit corporate
networks and to identify how and when they
are used. This course teaches penetration
testing techniques that quickly, efficiently and
most importantly methodically uncover
vulnerabilities in operating systems,
applications and networks. Students will learn
core skills and techniques that every
penetration tester needs.

DCS 524

Digital
Forensics

This course gives the students a solid
foundation to the method of computer
forensics and investigations.

It provides an in-depth knowledge of the
criminal justice system, computer hardware and
software systems, investigative and evidence
gathering protocols. The topics covered will
enable the students to possess the knowledge,
skills and experience to conduct complex, data-
intensive  forensic examinations involving
various operating systems, platforms and file

types.




