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Project Project Name Project Summary
Priorit

y

1 AL-GHAT NEW Main Plan, Design & implement AL-GHAT new main building network
Building infrastructure.

2 HOWDA SUDAIR Plan, Design & implement Howda-Sudair new main building network
NEW Main Building infrastructure.

3 New Project Support Plan, Design & implement PMO support building in Main Campus
Building Majmaah new main building network infrastructure.

4 Change DC Core Plan, Design & implement DC Core design by adding new VDC as
Desing internet segment for seprate internet form devices for high performance

& throughput

5 DMZ Design Plan, Design & implement DMZ zone in Data Center for published

services.

6 Yeser GSN Plan, Design, implement & integrate MU Data Center connectivity with

YESER GSN Project

7 Cisco Support We already conduct meetings, studied and recommend cisco support

Contract Renewal contract renewal for 2 years. In phase one, we are covering only MU
Head Office Data Center All Cisco Devices.

8 Upgrade Interne Currently, we have one internet link from STC and 2nd internet link from

Links Bandwidth ITC. As per our network is growing & internet users are increasing. So,
we need to upgrade our both internet links. We already conduct
meetings, studied & recommended required bandwidth upgradation to IT
deanship.

9 Upgrade MU We already conduct meetings, studied and recommend required
branches MPLS link  upgrade MPLS link bandwidth for all MU branches.

Bandwidth

10 Upgrade Brocade Currently, all our BlueCoat Proxy traffic is Load balancing by Brocade.

ADX Load Balancers We already sent request to Finance department for upgrade Brocade
Load Balancers from 1G to 10G & support

11 Change Data Center  As per our previous meetings with Different Vendors like Palo Alto &

Firewall Fortinet, IT deanship decide to go with Fortinet Next Generation Firewall.
Currently we have Fortinet High End NGFW boxes in our Data Center
for PoC. PoC is going to start soon for minimum one Month. Firewall
purchasing final decision depends upon PoC results.

12 Cisco Wireless LAN  As we know,many MU branches are looking for Wireless LAN secure
Extension services. So, we have plan to extend current Cisco Wireless LAN

services into remaining branches. For this we need to call companies to
do site survey and provide us Layer 1 work and recommended mounting
Cisco Access Points. We have already 2 Wireless LAN Controllers in our
Data Center. Each Wireless LAN controller supports 500 Access Points.
So, in this porject we can cover all MU branches using maximum 1000
Access Points without High availability. Option # 2. Using High
Avalilability, we can use maximum 500 AP.

13 Change Cisco ISE We have 2 boxes of Cisco ISE. This is excellent device to secure our
Design & network from end points. We are looking to implement Cisoc ISE. Before
Implementation implement we want to re-design Cisco ISE infrastructure. We also

required to upgrade Cisco ISE license for extend base devices and
required Profiling and Posturing features.

14 RiverBed WAN We already have this excellent WAN optimiztion harware appliance in 7
Optimization branches. Now, we have plan to extend this olde project to remaining

large branches in phase 2.

15 Branch End Currently, we don't have any branch end firewalls that is security threat

Firewalls for our Data Center. WAN link between Data Center & Branches

bandwidth wasting due to unwanted network traffic. So, we need




16

17

18

19

20

21

Network Access
Control

Brocade Core Level
Switches

Dell Quest TPAM

BlueCoat SSL Traffic
Interception
BlueCoat Support
Contract Renewal
Solarwinds Support
Contract Renewal

firewalls in branches for filter bad/unwanted traffic on branch end. After
that WAN link utilization will be secure and more efficient.

We have Cisco ISE, but need to upgrade license, re-desing &
implement. We have to compate total Cisco ISE project cost and
compare with other best vendors same Network Access Control
solutions. If their solutions excellent with low cost then we will go with
other vendors solutions like ARUBA NAC/ClearPass Policy
Manager(Same function as Cisco ISE.

As per our previous meeting with Brocade team, we agreed to start PoC
with Brocade Core level switches in one of MU branch to test Brocade
full functionalities & features.

This is priviledge password manager that automates, control & secure
the entier process of granting administrators credentials to perfrom
duties.

Started with BlueCoat Team

We required BlueCoat Support maintainance renewal contract for get
product updates & support from BlueCoat team.

We required Solarwinds Support maintainance renewal contract for get
product updates & support from Solarwinds team.
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