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Abstract

Cyberspace has dramatically expanded due to technological advancement. Nowadays, cyberspace
is part of daily life experiences and socio-economical activities. Countries all over the world need
to have their own National Cybersecurity Strategies (NCSS) to be protected from cyber risks and
threats. NCSS states the strength of a given country’s cybersecurity strength concerning the objectives,
aims, vision, and cybersecurity mission of a country in question. Previously, many researchers have
conducted studies on NCSS by contrasting the National Cybersecurity Strategy between different
nations primarily for intercontinental teamwork and coordination of cybersecurity challenges
globally. Purposefully, one of the main objectives is to evaluate and assess policy frameworks in
various countries to combat the prevailing cyber threats. As a result, from the comparison of many
policy frameworks on NCSS of many countries, it was discovered that more effort should put into
National Cybersecurity of Saudi Arabia. This paper compares the cybersecurity strategy of Saudi
Arabia with the NCSS of other fifteen countries such as the United States of America, Singapore,
India, Japan, Malaysia, Kuwait, Canada, UK, China, Egypt, Bahrain, Hong Kong, Russia, Korea,
and France. Saudi Arabia rank in cybersecurity has risen to be in the second rank in 2020. Compared
to other developed countries, the results found that Saudi Arabia appears to be on the right track in
ensuring the safety of its cyberspace. .
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1. Introduction

Cyberspace has dramatically expanded due
to technological advancement. Nowadays,
cyberspace is part of daily life experienc-
es and socio-economical activities. Many
people have embraced technology by stor-
ing their data and personal information in
cyberspace’s databanks, thus posing new
security perils ). Massive data, the ‘inter-
net of things (IoT), and online storage are
prone to cyberattacks, thereby jeopardizing
people’s data, company’s data, and infor-
mation if cyber attackers outdo the security

protocols of cyberspace. Cyber-attacks are
always creative and innovative in modify-
ing their attacks. They have never fallen,
and they will never stop attacking cyber-
space. Subsequently, every nation should
get reliable, resilient, and stable informa-
tion communication technology (ICT) to
counter the emerging cyber-attacks . A
country with a weak technological infra-
structure is highly prone to cyber-attacks,
and every country should enhance its ICT
sectors to combat the cyber-attacks. Saudi
Arabia somehow enhanced its Information
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Communication Technology (ICT) sector
to counter the cyber-attacks in the country.
However, many organizations’ in Saudi
Arabia reported information and monetary
loss cases linked to cyber threats . Fortu-
nately, Saudi Arabia turned into an I T-based
country within ten years due to the rapid
technology development started in early
1997. Strategically, in 2007 the Saudi gov-
ernment enforced the use of a computer as
a pressing necessity at the individual level,
health sectors, education sector, business
institutions, and public sector levels. Con-
sequently, the government unknowingly
exposed a large number of its population
to emerging cyber-attacks. Saudi Arabia
raised eleven ranks from 2018 to be along
with the UK in the second rank with 99.54
points 1),

The regulatory body of Saudi Arabia and
CITC in Saudi Arabia conducted a sur-
vey annually, thus capturing alteration in
IT penetration levels 2. A large number of
people penetrated computer use in individ-
ual and commercial undertakings elevated
from 43% to 51% in 2007 and 2009, re-
spectfully B!, Saudi Arabia fully invested
in ITES, the IT-enabled facilities, and IT
groundwork. The Saudi government ful-
ly resorted to this strategy to improve the
United Nation’s ECDI, the E-government
Development index, and the EPI or the
E-participation index. Despite all this good
strategy, the Saudi government did not lay
down appropriate, resilient, desirable, and
practical measures to counter the cyber-at-
tack 1.

Cyberwarfare has emerged as a modern

security encounter. Saudi Arabia is a ma-
jor cyberattack target because of its digital
and economic uprising, advancement in
technology, and prosperity in the oil and
gas industry in the country . As a result,
it will discourage a potential investor from
investing in an insecure nation. Therefore,
the reliable cybersecurity strategy plays
an essential role in economic, social, na-
tional growth procedures by countering
cyber threats. Consequently, it provides
monetary security, enhancing nationwide
resilience, legalized mandate, partisan
imperativeness, shielding government se-
crets, enhancing international relations,
thus promoting a country’s public image
BJ. Therefore, it is high time for Saudi Ara-
bia to update its strategy to combat nation-
al and internal cyber threats in the country
effectively. Therefore, this study will eval-
uate the existing NCSS of Saudi Arabia by
comparing it with cybersecurity strategies
of other countries of various technological
ranks such as Canada, Singapore, United
States of America, Kuwait, Egypt, Bah-
rain, Russia, Japan, Malaysia, India, Chi-
na, France, United Kingdom, Hong Kong,
and Korea. The comparison will find in-
sights on how to improve Saudi Arabia’s
cybersecurity Strategy.

2. Background of the Study

The 21st century is marked as a techno-
logical era. Almost everything nowadays
being operated by technology. Technology
has advanced rapidly globally regardless
of the continent. Technology has improved
the living standards of people and the qual-
ity of life in modern society. Correspond-
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ingly, Saudi Arabia is on the right track
by adopting a long-term vision by run-
ning everything technologically .. Saudi’s
economy is digitalized, thus boosting the
country’s productivity. Equally, the state
provides communication and information
technology services to all sectors in the
nation, thus becoming a key source of in-
come by building a solid information tech-
nology industry. Unfortunately, the more
advanced a country is technologically, the
more complex cyber threats it faces 4.
Cybercrimes are not restricted in one
country as federal law, and they can cam-
ouflage in a country’s cyberspace if its cy-
bersecurity is weak and unable to confront
it. Therefore, a technological country such
as Saudi Arabia exposes its citizen to cyber
threats since many of its sectors are tech-
nology-based, thus becoming more prone
to cyber-attacks. Cyber-attackers malevo-
lently deactivate computers, take data, and
use the penetrated computer as a blast-off
for their subsequent assault ™. Cybercrim-
inals use various methods to launch cy-
ber-attacks, including denial of service,
phishing, malware, ransomware, and other
malicious attacks.

Conversely, in the first three months of
2021, Saudi Arabia recorded over seven
million cyber-attacks . The new Kasper-
sky report postulates that cyber-attack
rose by 104% from 983512 to 2000000 in
February and March, respectfully. Kasper-
sky’s statistics matched the government
announcement on cyber-attack and val-
idated the new Kaspersky report. The re-
port claimed that most cyber-attacks were

against the conventions used by workers
while getting into their organizations re-
motely in their digital devices. Therefore,
the information raises essentials for cyber-
security mindfulness. Equally, the country
witnessed approximately 22.6 million cy-
ber-attacks by cybercriminals on ‘remote
desktop protocols’ (RDPs), the commonly
known way of getting into servers or win-
dows while hiding the computer IP ad-
dresses. In addition, there has been a loss of
cybersecurity attempts in Saudi Arabia. At
the G20 summit hosted in 2020, the ‘Saudi
Data and artificial Intelligence Authority
(SDAITA)’ stated that it terminated approx-
imately 2,500,000 attacks under-connect-
ed gateways in the conference. Therefore,
assessing the cybersecurity of Saudi Ara-
bia is necessary to identify the loopholes
and how to improve its security strategies
41, The paper will be looking at how coun-
tries have taken profound measures such
as creating awareness on cybersecurity to
make their NCSS better and how Saudi
Arabia’s Strategy can be better compared
with other countries with weak and robust
security strategies, hence evaluating Saudi
Arabia’s system logically [,

3. Literature Review

Cybersecurity must be in line with digital
transformation. As discussed below, many
countries are trying their best to review
security strategies to be ready for the im-
pending cyber-attacks.

3.1 Cybersecurity policy

All the stakeholders in a country’s econo-
my, such as businesses, companies, organ-
izations, and the country at large, are gov-
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erned and ruled by government policies
that call everyone to adhere to a country’s
cybersecurity. Political stability can also
be affected by cybersecurity *11?!, Whether
the policies are favorable or not, policies
serve as a guidelines to follow, thus cover-
ing the emerging cyber-attacks*". Prudent
policymakers develop government poli-
cies to combat cybercrimes effectively (1%,
The cybersecurity policy (NCSS) of Saudi
Arabia stipulates suitable regulations and
measures that guarantee the Saudi national
cybersecurity in the middle of cyberspace
full of cybercriminals. As a result, it will
safeguard the government’s vital data, se-
cretes, and build trust to potential inves-
tors in Saudi Arabia as a trusted cyber-at-
tack-free nation.

3.2 Roles of leaders in cybersecurity.

Politically, leaders should provide a stra-
tegic and witty lairdship to enforce and
address the cybersecurity challenges in
their countries. They should propose and
publish reliable, resilient, and practical
cybersecurity strategies in their nations.
As a critical issue, cybersecurity should
be endowed with the senior political lev-
els since cyber-attacks directed hit the
socio-economic structure of any country.
Globally, ministries of interior and de-
fense often oversee cybersecurity in their
dockets 2%, For instance, France has cen-
tralized its National Cybersecurity Agen-
cy (ANSSI) as treated as the essential
ministry in the country. The country has
a particular unit whose primary task is to
deal with cybercrime and everything ma-
licious towards cybersecurity. Equally, in

Singapore, the ministry of justice and se-
curity are accountable for cybersecurity
issues 3. Therefore, like other countries,
the Saudi Arabia government should re-
locate the cybersecurity docket to a more
senior political position and invest more
funds. Similarly, Saudi citizens are also
responsible for sharing their information
to witness crafty activities from malicious
cybercrimes to the Cyber-security ministry
331 As a result, they will defend their local
infrastructure since cyber-attacks directly
hit socio-economic infrastructures.

3.3 Measures

Internationally recognized NCSS should
be developed to counter cybercrime. The
enacted laws and regulations should be up-
held effectively by ensuring they are prac-
tical in curbing cybersecurity *¥. There-
fore, the imposed laws, rules, and measures
should be internationally recognized while
addressing the country’s national needs to-
wards cybercrime. The working and prac-
tical legal steps will ensure that private and
public sectors take cybersecurity matters
seriously and no negligence by all sectors
341 Consequently, it will be appropriate to
assess the county’s policy frameworks and
cyber strategies, which should be revised
often and accordingly. Many countries in
this study have a clue on strategy review
and evaluation, as is mentioned in their
policy framework documents. Some coun-
try like Malaysia has not created a working
strategy yet. As a result, it is prone to cy-
ber-attacks as it lacks security auditing and
security policy reviews. Other countries
such as the United Kingdom and the Unit-
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ed States have bodies responsible for re-
viewing the security protocols. Similarly,
they are accountable for updating security
strategies frequently [*°,

3.4 National cybersecurity framework

Cybersecurity focus on safeguarding cy-
ber environments, cyberspace, companies’
data, and governments’ secretes, among
other fundamental functions. The national
government should try its best to advance
its cybersecurity protocols. It should de-
sign an impenetrable Cybersecurity sys-
tem for cybercriminals. Poor cybersecurity
leaves everything open for cybercriminals
to launch attacks on government institu-
tions, the education sector, business es-
tablishments, and private sectors, among
other tech-based industries in a country.
Equally, national cybersecurity should be
keen as cybercrimes jeopardize interna-
tional relations and lead to diplomacy is-
sues in a nation. As a result, it breeds pub-
lic relations issues as the attackers tend to
steal classified government information.
By exposing it in one way or another, two
or several countries end up in diplomacy

issues B,

3.5 Significance of the International Tele-
communication Union (ITU)

As for cyber-crimes, ITU plays a vital role
in coordinating cyber-attack responses
globally. Additionally, ITU structured a
sub-segment called Global Cybersecurity
Index (GCI), which Identifies cybersecuri-
ty gaps in countries and proposes how they
can be improved and what areas need to
be improved in their cyber environment ..
GCI motivates and helps the less advanced

countries strengthen their cybersecurity,
harmonizes their practices, and encourag-
es them to develop cybersecurity protocols
that can be used globally.

3.6 Allocation of infrastructure and cyber
awareness

Every country should invest a considera-
ble funds in ensuring that everything is in
place to advance cybersecurity protocols
in the country 1. Also, the government
should create awareness of the impending
danger of cybersecurity in the country and
give the citizens preventive measures on
how to deal with this modern problem. All
the Cybersecurity strategies reinforce the
importance of promoting cyber awareness
to the mass population. Countries like the
United States, France, Japan, and the Unit-
ed Kingdom promote cyber awareness by
training parents and children. Equally, the
UK, Malaysia, and India have used social
media platforms to promote cyber aware-
ness to the public. Malaysia, the UK, and
the US have provided nationwide cyberse-
curity outreach programs to their citizens,
such as cyber safety, getting sage online,
and Cybersecurity month respectfully 2%,
Japan intends to establish cybersecurity
support services for its capacity building.
The public can be provided with a civic
education about cybersecurity and what
actions they should take if they end up as
victims of cybercrime. The ruling govern-
ment should also work hand in hand with
all stakeholders in the country, including
the private sector while facing cybercrime.
Due to a lack of mass awareness to the
public about cybersecurity, Saudi Arabia
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reported approximately 22 million cy-
ber-attacks [25]. Therefore, Saudi Arabia
to promote cyber education to every citi-
zen in cybersecurity matters to counter cy-
berattacks.

4. Methodology

4.1 Types of research

This study will critically contrast and an-
alyse cybersecurity using comparative re-
search on multiple cybersecurity national
strategies, thus identifying the cybersecu-
rity gap in cyberspaces for improvements
111 Therefore, critical and related research
will be surveyed in this study, regarding
analysing the cybersecurity strategy of
Saudi Arabia in regards to addressing fu-
ture cybersecurity challenges.

4.2 Research methods

The research method will critically review
and analyze existing cybersecurity, cyber-
crime, and cybersecurity strategies. The
work in this paper will cross-compare and
critically contrast Saudi Arabia’s cyberse-
curity strategies and policies with coun-
terparts to; the UK, Singapore, Kuwait,
Canada, Bahrain, Japan, USA, Malaysia,
India, Egypt, Hong Kong, France, Russia,
Korea, and China. This includes gathering
publically disclosed information from spe-
cific domains related to national cyberse-
curity strategies from the countries men-
tioned above. As a result, the comparison
will help understand the strong point and
weaknesses of cybersecurity policies and
strategies of Saudi Arabia strategy docu-
ment [13],

4.3 Criteria used for selecting countries
for the study

To make the comparison study effective,
15 countries were selected. UK, USA, and
Canada represent developed countries with
strong cybersecurity strategies. Malay-
sia represents a developing country doing
well in its cybersecurity strategy. Equal-
ly, Egypt being in Africa as a developing
country, has been incorporated in the study
to assure the practicability of developing a
security framework regardless of its condi-
tion. Similarly and to broaden the analysis,
these countries i.e. Singapore, Japan, Ma-
laysia, Korea, India, Kuwait, China, Hong
Kong, France, Bahrain, and Russia, have
been considered to compare Saudi Ara-
bia’s cybersecurity strategy.

First, the comparison involves categoriz-
ing the countries into developed and devel-
oping countries and ranking their NCSS
according to ITU. The comparison criteria
pertain to the countries’ relationship at the
top of the Cybersecurity ranking and those
with low Cybersecurity ranking. Both are
selected for comparison. The findings from
the comparison should be used to enhance
cybersecurity strategy in Saudi Arabia and
other countries.

4.3.1 Developed countries for the study
Most countries in this set lead in ITU’s Cy-
bersecurity ranking in terms of cyber-read-
iness. As per UTI ranking, the USA per-
formed remarkably better than France, as
shown in Table 1.0.

Cybersecurity strategies from the UK,
France, China, and France are global-
ly recognized regarding to defensive and
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Table 1. Advanced countries with the highest Cyberse-

curity ranking [’

Ranking Nation
1.0 USA
2.0 Canada
5.0 UK, Japan
9.0 France

Table 2. Developing Nations with high cybersecurity !

Ranking Nation
3.0 Malaysia
9.0 Egypt

23.0 India
27.0 Korea
30.0 Hong Kong

offensive cybersecurity action plans. The
other countries like Canada, Russia, Ko-
rea, India, Japan, Malaysia, Hong Kong,
Saudi Arabia, Singapore, and Kuwait were
selected. They often use ICT services, thus
hiking cyber-attacks and cyber-crime rates
in their regions . Therefore, the analysis
can help the countries secure and learn
from the U.S.A., Canada, UK, and best
performing developing countries’ strate-
gies. Therefore, the Study of Cyber strat-
egies of these high-ranked countries will
help decision-makers design an informed
approach while creating the cybersecuri-
ty strategy document for their countries,
hence preparing for . Saudi Arabia in
2020 achieved the second rank and scored
98.54 points .

4.3.2 Developing countries
This set of countries comprises countries
with a High Cybersecurity ranking in de-

versely, Egypt has tried its best and is tak-
ing position nine, coinciding with France
in ITU rank despite being found in Africa.
These developing countries pose a signifi-
cant challenge to some developed nations
as to why their cybersecurity protocols are
more secure and advanced despite having
inadequate resources and infrastructure
compared with developed countries.

4.4 Analysis model for administration
Structure

The structured research analysis on Assaf’s
research was conducted in 2008. This study
will have scrutinized the institution-based
analysis concerning ‘Critical Information
Infrastructure Protection (CIIP). The study
reveals the degree of government interven-
tion and control in the cybersecurity envi-
ronment, as seen in figure 1 below "),

Command Delegationto Voluntary
veloping countries as per ITU, as shown in and Control Aancy el
Megotiation Regulation
Table 2.1 below. The contrast of approach-
. . . ‘ Enforced
es from these developing nations high- Government| | | Delegation self- Market
) ] . . ownership to Agency Regulation
lights how developing countries quickly | | I I
advanced their cybersecurity strategies to
A B C D E F G

the extent of outshining some developed
countries ..

As seen from Table 2: In Asia, Malay-
sia is leading in cybersecurity strategies.
However, despite so many cybersecurity
attacks, India is performing better . Con-

More Intervention Less Intervention
Figure 1: Critical information structure model ')
In the government ownership structure,
the CIIP is possessed and controlled by

the government. The command and reg-
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ulate policy regulates standards towards
observing cybersecurity guidelines and
protocols by stipulating rules and penal-
ties upon breaching the laws [''l. Delega-
tion to Agency sets the security standard
and monitoring units. It is deputized to
governmentally self-governing agencies.
In the above policies, government inter-
vention in all policies is the strongest one.
However, the sovereignty of info protec-
tion by private sectors is limited. Equally,
‘delegation to agency and negotiation’ is
accountable for conveying private corpo-
rations when setting specific criteria. The
establishment upholds a more precipitative
and less restrictive environment for all pri-
vate and public sectors to harmonize '),
Enforced self-regulation is a more strin-
gent system that permits private sectors
to develop processes, risk, performance,
and management measures. The policy is
then sanctioned and overseen by manage-
rial companies autonomously. About’ de-
liberate self-regulation strategy, all private
organizations free can set standards, laws
and implement them with no intervention
from the government. Also, the market is
self-regulated, and each business sets their
standard and execute them ', As a result,
the government keeps stabilizing the mar-
ket and implementing cybersecurity meas-
ures per the consumers’ needs.

On the other hand, the Assaf framework
has its share of limitations. The framework
only gauges the autonomy of private or-
ganizations and government intervention
towards protecting and controlling the in-
frastructure ', Consequently, it is difficult

to ascertain the model’s effectiveness in
implementing cybersecurity policies and
strategies. The model further jeopardizes
and risk countries with weak cybersecurity
measures like Saudi Arabia.

4.5 Exclusive comparison measures

Due to the diversity of cybersecurity strat-
egies, the study will compare and analyze
cybersecurity of the selected set of coun-
tries so as evaluate what Saudi Arabia is
missing in its cybersecurity policies and
procedures 3. The paper will compare
countries in terms of their structures, pol-
icies, and national cybersecurity strategies
(NCSS) in United States of America, Can-
ada, India, Japan, Malaysia, Singapore,
Bahrain, Kuwait, Hong Kong, Russia,
France, United Kingdom, Egypt, Korea,
and China.

4.5.1 NCSS comparison of the selected
countries

Cybersecurity strategies gained popularity
in 2008 when simple cyber-attacks were
stated to be sponsored and counter sates
globally, besides the already discussed
countries ?7). The following is a timeline
of the NCSS of the mentioned countries in
table 2.3. The data of these nations have
been extracted from public documents
concerning cybersecurity strategies 7).
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Table 3. The NCSS comparison of the selected countries in the study 7

Country

Achievements, features, and timelines

Canada

It initiated its cybersecurity strategy and the action plan in 2010. The country has both
security policies successfully since then. NCSS protects Canadians, the government, and
industries from cyber-attacks. The country’s NCSS enforces the National when imple-
menting a protection plan for ICT infrastructure in collaborating with private sectors. The
Canadian Cybersecurity strategy is characterized by safeguarding government systems,
safeguarding its citizens in a cyber-environment, and creating partnerships Strategies and
action plans for critical infrastructure policy . The country does beyond the federal hab-
its. Equally, it designed clear duties and responsibilities such as Manufacturing Canada
Public security Canada, Guard Investigation and Advance Canada, Canadian Broadcast-
ing Telecommunication command, Integrity Canada, Canadian Cyber response midpoint,
Communication Safety Canada, and Canadian Sanctuary aptitude service. The Canadian
Action plan calls for implementation procedures to enhance national cybersecurity at all
levels and sectors in the country.

The country is known for its quick response to cyber incidents. Globally, the government
cooperates with international stakeholders in fighting global cyber cyber-attacks. Fur-
thermore, the country creates awareness to the Canadian mass population on cybercrime
by initiating cybersecurity studies and projects. The public awareness comprises; Stop.
Think. Connect and get cyber safe. Canada created a cyber-Crime Fusion Unit and cyber
strategies to fight cybercriminals in the country. Successfully, it developed and imple-
mented a functioning antispam law and Shielding Canadians personal data Act. Canada
cooperates with New Zealand, the UK, NATO, the UN, and the G8 in protecting its citi-
zens from cybercriminals.

Japan

NCSS of Japan was amended in 2012. The country’s NCSS is crafted from Japan’s vigor-
ous and resilient Cyber policy. The main objective in their cybersecurity strategy is to be-
come a cyber-security community with a resilient, robust, and world-leading cyberspace
globally. The approach focuses on changing the national cybersecurity policy, cyber
environment and promoting cybersecurity security systems in Japan. Japan formulated
agencies such as; (Cyber-attacks analysis Council, National Information security center
NISC), Japan CERT, and Information Security Centre Council (ISCP)). The organizations
are answerable for handling cybersecurity matters and countering cybersecurity attacks in
the country. The organizations provide information security to maintain socio-economic
in Japan 2. Also, the agencies quickly respond to cyber threats and deal with cyber-at-
tacks locally and internationally. The NCSS of Japan aims at improving its cybersecurity,
creating cyber awareness to people, and instrument countermeasures. Japan institutes its
goals from European Union, the U.S.A., France, the UK, and South Korea.

USA

The US NCSS has been active since 2003. NCSS is manned by the Department of Home-
land security (DHS). DHS is responsible for cyberspace security. Also, it combats nation-
al cyber-attacks, creating national awareness and securing cyberspace in the US NCSS
aims to make the US the only nation globally with a practical global strategy to endorse
cyber-security in cyberspace 2%,

Malaysia

Malaysian NCSS was sanctioned in 2006. The country’s NCSS focus on technology,
legislation, corporations, and to be accepted globally. The NCSS is characterized by eight
pillars known as (Thrust First Eight) as follows; operative authority !'”). Jurisdictive and
supervisory agenda, Cybersecurity outline, security culture, exploration and expansion,
compliance and execution of policies, Cybersecurity readiness, and global cooperation !5
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Country Achievements, features, and timelines

The Malaysian strategy guards the Malaysian national information in all sectors, cyber-
security predicaments, and info security. Malaysia is the country leading in cybersecurity
advancement in Asia as per the ITU ranking.

Egypt | It launched its NCSS in 2017. Egypt’s NCSS is manned by the ‘Egyptian Supreme Cy-
bersecurity Council (ESCC).” ESCC is responsible for creating, handling, responding,
and combating cyber-attacks in Egypt. ESCC does a great job in making Egyptian cyber-
security strategies competitive as possible %, Despite being a developing country from
Africa, ITU has been ranked position nine according to cybersecurity advancement.

France | Strategy launched in 2015. They were presented to Europe and the foreign affairs minis-
try in 2017. It was concerned with governing government secrets, security, and socio-eco-
nomic facilities and—faced cyber-attacks with no border boundary. The strategy was
reviewed in 2018. It is an international tool for France as it promotes cyber diplomacy in
France.

India Strategy formulated in 2020. NCSS aims to improve India’s cyber awareness, especially
the financial auditors'7). Also, it aims at efficiently managing cyber crises and protecting
the government, individual and Indian establishments.

Hong | At the moment, Hong Kong has not proposed or issued any cybersecurity strategy yet.
Kong | However, it combats cyber-attacks by the personal Data Ordinance (PDPO) in chapter
486 of its constitution. PDPO handles theft, blackmail, exposure of personal data, burgla-
ry, among other measures '),

Korea | Strategy issued in 2019. Major cybersecurity issues pertain to cyber-terrorism, Cyber
fraud, and cyber financial threads . The country counters these issues by putting meas-
ures such as reporting mechanisms, government laws, and other initiatives formulated by
the government.

Bahrain | Strategy launched in 2017. Due to the digital revolution, cybersecurity serves a major
function in the Bahrain Kingdom . The country has as advanced NCSS that General
Directorate of the Anti-corruption unit. The NCSS aims at securing the Kingdom’s cy-
berspace.

China | Strategy launched in 2017. China’s NCSS is handled by the department of overseas af-
fairs and the cyberspace management of China. The NCSS focuses on identifying plan
action and cyberspace peace. China’s goals are: Guarding the autonomy of china’s secu-
rity in cyberspace, developing international laws, governing the internet fairly, protecting
citizens’ rights and interests, and building a secure cyber environment 7.,

Russia | Strategy launched in 2015. Russian NCSS aims at developing securi-
ty for all citizens, creating a digital economy, protecting socio-econom-
ic infrastructures, and protecting the Russian interest in cyberspace [2%

Singapore | Strategy launched in 2016. The country’s NCCs assure the citizens of their safety 3%,
Singapore’s cyber attackers are borderless and come from all over the world. It defines
the clear goals, mission, and vision of cybersecurity in the cyber environment. The NCSS
pillars will enhance information structure reliability, create awareness for cybercrimes,
create vibrant cybersecurity, and form interaction associates.

Kuwait | Strategy launched in 2017. Kuwait’s objectives are to create safe cyberspace, use cyber-
space properly, and maintain socio-economic infrastructures %,
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Country Achievements, features, and timelines

UK UK’s NCSS was established in 2010 and was later implemented in 2011. UK’s National
Security Programme (NCSPP is manned by the cybersecurity and info reassurance office
under the institutionalized Cabinet office. The country has invested more than $ 114,247
million in cybersecurity. The NCSS in the UK combats cybercrime and is the safest place
in the world for business. To be more resilient and guard its concern in cyberspace to
create conducive cyberspace for UK citizens and have adequate cybercrimes to help im-
plement its objectives 7). The NCSS of the UK receives support from all stakeholders
in-country. The UK promoted cybersecurity awareness by formulating Cyber fundamen-
tals and street programs to create awareness for the public. Usually, it educates the citi-
zens on safely using the internet services, as seen in the literature review of this paper 2%,
The UK has invested many funds in scientific research on cybersecurity to advance its
cybersecurity systems and strategies.

Saudi | Strategy Launched in 2013. Saudi Arabia has achieved a lot in ensuring that the country

Arabia | operates in a modernized ICT infrastructure. Since 2018 the government has achieved a
71 percent alphanumeric development in electronic control services !'®. Its digital trans-
formation program goals propel the country toward its vision 2030 aims. Saudi’s ‘minis-
try of communication and information technology (MCIT) has implemented the technol-
ogy in the country to the extent that it took the 7™ position globally in (World Economic
Forum (WEF)) for international competitiveness %\, Significantly, MCIT initiated Yasser
Program, which promotes e-commerce services quickly in the country 2%, In 2020, Saudi
Arabia achieved the second rank in global scores and ranking of countries .

4.5.2 Assessment of the comparison infrastructure, national security citizens’
From comparing the 15 countries above, social life, organized crimes, and cyberter-
the countries face explicit and implicit rorism, as analyzed in table 4 below.
cyberattacks concerning critical national

Table 4. The Explicit attack is marked by a tick and Implicitly attack to: Marked by*™

Country To critical infra National | The social life | From organized | from terrorism
structure security, of citizens crime
USA. v v v v
UK v v v
Canada V V
Japan V
Malaysia \ \ \ \
India V V
Hong Kong v N N J N
Kuwait V \
Singapore * \ \ \ \
Russia V V
China v v v
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Country To critical infra National | The social life | From organized | from terrorism
structure security, of citizens crime

Bahrain V V \ V
France V \

Egypt \ \

Korea

Saudi \/ V \ \ V
Arabia

4.6. Similarity of the country’s NCSS and
common Ideas.

Both countries had their first NCSS ver-
sions, though, at different times since
2008. Both countries encounter cyber-
crimes from organized criminals. Also,
both countries’ objectives are focused on
ensuring the safety of their citizens in cy-
berspace?!. Both countries cooperate in cy-
ber warfare globally. Each nation protects
its cyberspace for economic prosperity.

4.7 Differences of NCSS of the selected
countries

Developed countries have invested many
funds in the Cybersecurity docket!”. Due
to enough funds, the UK and USA can con-
duct their regular research on Cybersecuri-
ty strategies. Countries like Malaysia, the
UK, Japan, and the USA have successfully
created awareness to the public compared
to countries like Kuwait, Singapore, and
Bahrain.

4.8 Research and Development in Cyber-
security

Research and development in cybersecu-
rity strategies are essential for innovating
cybersecurity measures through research
and building cybersecurity strategies and
security policies. The United Kingdom

and the USA have invested many funds
in R&D, thus making their cybersecurity
strategies resilient and reliable globally 6],
In contrast to Saudi Arabia, I propose more
funds to be invested in the research and de-
velopment of the country’s NCSS.

5. Discussion and Recommendations

The study has been structured in a compre-
hensive cross-sectional methodology. The
study has critically assessed and evaluat-
ed cybersecurity policies and strategies of
the selected countries ). Comparison of
the fifteen nations has elicited cybersecu-
rity challenges to countries not doing well
as cybersecurity is concerned. Saudi Ara-
bia is one country that experienced many
cyber-attacks, approximately 23 million
in three months. Therefore, it needs to be
examined based on this study. The country
should imitate the cybersecurity strategies
of nations with solid cybersecurity strate-
gies like the USA, the UK, and Malaysia

[31]

Saudi Arabia should incorporate cyberse-
curity education into its curriculum to cre-
ate awareness for cybercrime. The country
is technological-based, and as a result, it
encounters many cases of cyber-attacks as
it exposes its citizens to attackers**. When
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Saudi Arabia creates a civic education by
educating its population, it will be safe-
guarding the mass population, thus safe-

guarding its socio-economic infrastructure
[36]

Saudi’s National Cybersecurity Strate-
gy released in 2020 contains regulations
and measures that aim to ensure the Sau-
di national cybersecurity, which is criti-
cal for protecting the government’s vital
data, secrets and building trust to poten-
tial investors in Saudi Arabia as a trusted
cyber-attack-free nation. In 2020, Saudi
Arabia through its National Cybersecu-
rity Authority adopted and implemented
a comprehensive approach in its strategy
and working to achieve the vision and the
national strategic goals that will aid in the
protection of the cyberspace of Saudi Ara-
bia and its important interests as outlined
in the national cybersecurity strategy 2020.
Compared to the other major global play-
ers, including the United States (US),
United Kingdom (UK), France, and Can-
ada, Saudi Arabia is not much left behind
in its national cybersecurity policy 2020.
However, internationally, ministries of In-
terior and Defence are mostly charged with
overseeing national cybersecurity matters
(261 For instance, France has centralized its
National Cybersecurity Agency (ANSSI),
treated as the ministry in the country. The
country has a unit whose primary task is
to deal with cybercrime and everything
malicious towards cybersecurity. Equally,
in Singapore, the ministry of justice and
security are accountable for cybersecurity
issues B3,

Based on the analysis of the results, most
countries except for Hong Kong have
their NCSS, which are legally structured
based on the respective country’s legal
framework. All have one common ob-
jective: safeguarding the county’s cyber-
space against both internal and external
cyber threats/attacks. The USA, UK, Can-
ada, and France are in particular, owing
to the number of cyber-attacks they deal
with. The Canadian cybersecurity strat-
egy became effective in 2010 and sought
to protect Canadians, the government, and
industries from cyber-attacks. The strate-
gy emphasizes collaborations and creat-
ing partnerships with the private sector.
The core mandate of Canadian NCSS is
prevention and protection of government
systems, safeguarding its citizens in a cy-
ber-environment, and creating partner-
ships Strategy and action plan for critical
infrastructure policy against cyber threats
(231, The cyber approach covers the Man-
ufacturing sector, Guard Investigation and
Advance Canada, Canadian Broadcasting
Telecommunication command, Integrity
Canada, Canadian Cyber response mid-
point, Communication Safety Canada, and
Canadian Sanctuary aptitude service. The
Canadian Action plan calls for implemen-
tation procedures to enhance national cy-
bersecurity at all levels and sectors in the
country. Another important feature is Can-
ada’s collaboration with the international
community in dealing with cyber issues.
Globally, the government cooperates with
international stakeholders in fighting glob-
al cyber cyber-attacks. Canada cooperates
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with New Zealand, the UK, NATO, the
UN, and the G8 in protecting its citizens
from cybercriminals. This is besides popu-
lar initiatives that aim to create awareness
among the population.

Similarly, France launched its NCSS strat-
egy in 2015, and presented it in Europe
in 2017. The approach provides informa-
tion on measures and strategies adopted
to safeguard critical information, includ-
ing government data and critical infra-
structures. In contrast, the UK adopted its
NCSS in 2010. The UK’s National Securi-
ty Programme (NCSPP) is one of the key
features of the UK’s strategy as evidenced
by its massive funding to a tune of more
than $ 114,247 million in cybersecurity.
The NCSPP is considered one of the best
globally. Like the Canadian Cybersecurity
strategy, UK NCSS receives support from
all stakeholders, including the private sec-
tor in country. Also, the UK promotes cy-
bersecurity through street programs to cre-
ate awareness for the public by educating
citizens on responsible internet use, which
is supported by previous literature . The
UK government has heavily invested in
cybersecurity research, systems, and strat-
egies. Additionally, the US NCSS has been
active since 2003, manned by the Depart-
ment of Homeland security (DHS). It com-
bats national cyber-attacks, creating na-
tional awareness and securing cyberspace.
Compared to other developed countries,
Saudi Arabia in 2020 achieved the second
rank in the global scores and ranking of
countries with 99.54 points. Saudi Arabia
also appears to be on the right track in en-

suring the safety of its cyberspace. Having
launched its strategy in 2013, Saudi Arabia
has achieved a lot while ensuring it is up
to date in ICT advancement. Saudi Arabia
updated its national cybersecurity in 2020,
in line with the Saudi Arabia 2030 visions.
Saudi’s NCSS 2020 emphasizes on col-
laboration with private stakeholders and
other international stakeholders towards
securing its cyberspace according to the
2020 national cybersecurity strategy. This
appears to be a common trend with other
major developed nations, specifically Can-
ada, the USA, the UK ,and France. Results
further indicate that Saudi Attained a 71 %
alphanumeric development in electronic
control services '), suggesting that much
is yet to be done. Saudi’s ‘ministry of com-
munication and information technology
(MCIT)’ has implemented the technology
in the country to the extent that it took the
7th position globally in (World Economic
Forum (WEF)) for international competi-
tiveness 1%,

Summarily, all developed countries had
their first NCSS versions, though, at dif-
ferent times since 2008 are focused on en-
suring the safety of their citizens in cyber-
space?. Most countries cooperate in cyber
warfare globally, with each nation striv-
ing to protect its cyberspace for econom-
ic prosperity. Countries appear to invest
heavily in cybersecurity [’ an initiative
that allows regular research on the field of
security, particularly in the UK and US, an
area that Saudi Arabia seems to lag. This is
besides collaboration and cooperation with
the private sectors and spreading massive
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public awareness on responsible use of the
internet. Based on the national cybersecu-
rity strategy 2020, Saudi Arabia has adopt-
ed a framework that will help protect its
cyberspaces and critical interests/assets.
The main recommendations of this study
can be summarized as follows:
Saudi Arabia should imitate, compare
and study the cybersecurity strategies
of nations with solid cybersecurity
strategies.
Saudi Arabia should incorporate cyber-
security education into its curriculum
to create awareness.
Saudi Arabia should establish pub-
lic-private partnership in the field of
cybersecurity.
Saudi Arabia should have international
cooperation, as threats are not within
Saudi boundaries.

6. Conclusion

By comparing the NCSS of the select-
ed countries in the study, Saudi Arabia’s
NCSS is practical and needs some im-
provements to counter the next generation
of cyber-attacks successfully. Making a
developing country to be a technologically
based country is not an easy task. At the
same time, the government has exercised
its due care/due diligence in implement-
ing ICT infrastructures in the country ['®,
However, the looming challenges of mod-
ern cybersecurity have tarnished the excel-
lent effort the country has made towards
making itself a technology-based country.
Therefore, the Saudi Arabia government
needs to improve cybersecurity awareness
and outreach efforts to the public and sup-

port establishing different yet innovative
cybersecurity awareness campaigns 22,
When the public knows the danger, they
are facing in cyberspace, then they can
take measures in educating and protecting
themselves, especially when using their
own high-tech devices at homes, schools,
work, etc. Also, the country needs to ad-
vance its cybersecurity strategy to be glob-
ally applicable and coordinate efforts with
other countries to make the world a better
place to be. Therefore, with an appropri-
ate cybersecurity design, Saudi Arabia can
have a more resilient, reliable, and practi-
cal cybersecurity strategy that will address
its current gaps and enable a safer digital
transformational plan 2.
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