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Abstract

Cloud Computing technology enables to delivery of online services on-demand to clients. The boom
of cloud computing reaches its peak and now available services from different aspects right from
education to entertainment. The world top organizations run with the base of cloud services. On
the other side, there is a drastic growth in cybercrimes. The top-notch technology called Digital

Forensics emerges to control the Cybercrimes in part. This research focuses on performing digital

forensics process on cloud computing in such a way that prevent security breaches through cloud

services and trace the incidents and forgeries. It is explored some ways in which the digital artefacts

can be collected from cloud services that are widely being used by every other corner of the world in

this paper. The ways to retrieve forensic evidentiary artefacts from the cloud services are engineered

using digital forensic tools. Pilot tests are conducted to analyse the success of artefacts retrieval from

current cloud SaaS.
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1.Introduction

The utilization of distributed computing
has expected advantages to companies,
including expanded adaptability and effec-
tiveness. The virtual applications deliver
more elasticity over an in-house physical
IT framework since the applications !’ can
be vastly reconstructed or squamous to
map with the latest and emerging require-
ments deprived of the necessity to acquire
the newest and possibly respective hard-
ware. Correlative to this, the utilization
of distributed computing can decrease the
expenses of giving IT administrations, by
taking out excess registering force and ca-
pacity, lessening support necessities and
diminishing fixed capital responsibilities.

The research studies reveal that there is
37% of cost savings have been obtained
by organizations who migrate the IT in-
frastructure from the datacenters to Ama-
zon Cloud. Digital forensics in distributed
computing is another discipline identified
with the expanding utilization of PCs, or-
ganizations and computerized stockpiling
gadgets in various crimes in both conven-
tional and High Tech. Then, cloud comput-
ing seems to be an existing research issue
to digital investigations, it is very impor-
tant to understand the effect that pertains to
cloud by forensic processes and what way
the old techniques, application controls
and techniques might adapt to cloud envi-
ronments. As an outcome, the existence of
the boom of cloud forensics in its infancy,
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an emergency is raised to sort out the digi-
tal investigation with the use of some tools
and techniques in the cloud platform. With
the motivation of understanding the op-
portunities and limitations of conventional
digital forensics methods deployed to the
distributed computing termed Cloud, it has
been performed a research study based on
a set of popular SaaS cloud applications,
to see if captured IP packets and traces are
available in the local machine, extracted
with openly available forensic tools, are
enough to take legal action against the
culprit in court?., I rejected ahead of time
the choice of making a solicitation to hold
onto a cloud server in the unfamiliar locale
as it is a tedious action, with restricted add-
ed esteem from a specialized stance.

1.1. Technical Background

For enterprises, Digital Forensics is an im-
portant part of the Incident Response pro-
cess. Forensic Investigators determine and
log facts of a criminal incident aided to be
the evidence to be used for law enforce-
ment. A digital investigator is a person
who desires to follow the proof and prove
the crime. Consider a security vulnerabil-
ity ) that exist at an enterprise, ends with
data steal. In the present circumstance, a
computer forensic analyst would enter and
identify what way the hackers escalate the
privileges of the target network to pene-
trate the network. Moreover, it is being
analyzed that they are the steps the hacker
go across the network scanning, any mal-
ware has been installed or hooked to the
operating system and so on. The role of
the digital forensic investigator is to re-

cover deleted documents, artefacts that are
susceptible to the criminal incident occur-
rence from computer data storage devices
such as zip and USB drives and diskettes,
with erased, harmed, or handled in any
different type of manipulation on the data.
The meaning of the phrase cloud forensics
1s defined as an inter-disciplinary between
cloud computing and digital forensics !,
Cloud forensics is the composition of the
multifaceted system to serve organization-
al, legal and technical implications. There
are a set of tools and techniques are used
from a technical perspective to perform fo-
rensic processes in cloud computing envi-
ronments. The design structure for internal
staffing, producer-consumer relationship
and external assistance fulfilling the spe-
cific incident response roles are termed
as organizational perspectives. The legal
perspective activities of digital forensics
include the agreements and regulations de-
fined for carryout the forensic process to
be secured and will not breach any laws or
regulations under any jurisdictions where
the data is stored, throughout the inves-
tigation ). Broad network access, rapid
scalability, metered services, on-demand
self-service and resource pooling are the
fundamental characteristics of cloud com-
puting. Cloud design depends fundamen-
tally on three centre advancements: web
applications and web administrations, vir-
tualization, and cryptography. As per the
previously mentioned NIST definition 2,
administrations in the cloud are given by
the accompanying essential models: Infra-
structure as a Service (IaaS), Platform as
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a Service (PaaS) and Software as a Ser-
vice (SaaS). Specifically, with IaaS an en-
tire operating system, services, and stored
information are remotely available to the
client whereas, with PaaS, clients are as-
signed the plugins to build and host inter-
net services on a user computer, and with
SaaS key applications and data based on a
remote machine are made available on-de-
mand to users®”!, According to the Nation-
al Institute of Standards and Technology,
the cloud models are classified into four
elements. They are Public, Private, Hybrid
and Community cloud 2. The resources
are pooled, applications and services are
available on-demand regardless of the
type of devices on the cloud. The impact
of on-demand availability encourages the
users to make use of mobile phones and
other digital gadgets to avail cloud servic-
es at any time.
Fig. 1. Cloud forensics workflow

1.2. Paper Outline

The overview of the following section of
the paper is as follows: Section-2 mention
the threats of cloud computing in Section-3
and describe the outline of the conducted
research study and in Section-4 discuss the
relevant results. I finally conclude our re-
search in Section 5.

2.Cloud Computing essentials

There is consistently a danger that client
information can be gotten to by others. So
it is important to maintain storage protec-
tion and cloud protection as data confiden-
tiality relies on cloud protection. The web
1s the best way to distribute computing.

When there is no web association in your
place, or the web way to the cloud suppli-
er is in a difficult situation, consequently,
admittance to your distributed computing
machine will be separated. Presently this
is the place where the greatest snag is oc-
curring in agricultural nations and distant
regions that don’t have great web access.
The public cloud is the server where if it
expands to danger, the server will down.
Security and privacy are the most doubtful
things in cloud computing *°. The prac-
tical usage of a cloud computing system
assures the security and confidentiality of
data for the consumers so that becomes
a trusted server. The clients cannot face
the server legally when it performs inse-
cure resulting in the error in data. Cloud
computing is receiving queries to solve by
computing in online, hence there is more
exposure to data security attacks by the
attackers hence the data privacy is not as-
sured. Cloud Computing is vulnerable to
data privacy and security as it is online.
The aspect of the data is being shared on-
line employing Data mobility characteris-
tics, the user knows to retrieve data from
the cloud if at all the server is down for
one day. Cloud Computing is enabled with
customer service 24/7 which provides data
availability in the form of maintaining
temporary data storage service and serv-
ing from that whenever the server is down.
The degree of excellence of cloud comput-
ing servers is a notorious account to decide
to provide cloud computing server service,
providers. When the server is down or the
performance is not good, the users get af-
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fected poorly as the server quality is not
good. These aspects are called the pros
and cons of Cloud Computing services.
Predominantly I cannot say that Cloud is
always good. From the study, it is under-
stood that there is no privacy for data as
the data is stored in different places of the
cloud, but also at the same time, it shares
the resources efficiently and is also be-
ing scanned for virus attacks periodically.
At another end, the client devices use the
IaaS, PaaS and SaaS service models where
the evidence can be extracted for cloud fo-
rensics. The only source from which data
can be collected related to cloud comput-
ing in the user device is SaaS applications
installed in client computers. This is the
reason for conducting an exhaustive foren-
sic investigation in the client computer to
collect evidentiary materials. 7).

3.Client Evidence Analysis

I made a pilot study of cloud forensics
where the tests are planned on SaaS appli-
cations to prove that, searching PC arte-
facts, it is possible to identify specific evi-
dentiary material about the user-computer
communication. Based on this, I have iden-
tified and reviewed document editing and
photo sharing SaaS plugins, such as Goog-
le Drive '], Central Desktop and Cintas
(121 to demonstrate that potential evidence
may be found in file systems and registry,
SQLite databases, web browsing history,
downloads and cookies of the Web brows-
ers. [ also analyzed Dropbox, a familiar file
sharing SaaS application that may work
both as a net via cloud service, as Google
Document. The service of Google Drive is

providing platforms for users can edit the
document with the sword in their brows-
er and can be stored in local machine as
well as in the cloud on their account. They
could then download it as an Office con-
sistent record, or offer it with other Google
clients, who could be allowed to see just or
to alter. At the point when different clients
saw it all the while, with altering consents,
they could at the same time see each oth-
er’s cursors, and type in the report. Google
Drive gulped this, developing the file sys-
tem and altering abilities. Desktop Central
followed Google Drive by additional char-
acterizing what was going on with record
the document accounting. This framework
is intended for a wide cluster of expert
purposes including accounting, teach-
ing-learning, finance, law, corporate and
pretty much whatever else that is for the
most part standard. It utilizes SQL and is
adaptable enough for a wide scope of busi-
ness extensions and business growth, and
has the most extreme security. It’s some-
what costly at $90/month, however, it’s jus-
tified for the appropriate association, shar-
ing, altering and dispersion of significant
convention archives and business informa-
tion. Cintas is a multi-administration profi-
cient organization giving human resources,
accounting, and presently managing offi-
cial documents through SaaS stages. This
is like Desktop Central, however offers the
increased of a ton more languages, and a
few formats and conventions for addition-
al archive types, similar to land manage-
ment and clinical management industries.
Along these lines, I see that SaaS manage
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the executives advanced from a common
document framework and altering limit
in a lovely crude structure, to a refined,
task-situated kind of programming, which
exceptionally experienced proficient or-
ganizations then, at that point, proceeded
to refine further, into an extremely stand-
ard and generally grew new programming
industry. Consider the SaaS video editing
applications such as InVideo!'*, VSDC,
Filmora "3, InVideo makes drawing in
content and makes it appropriate marking
with the utilization of the most recent video
altering programming. As fledglings might
not have a specialist hand at altering yet,
the in-assembled layouts in InVideo can
be useful. It helps make an expert looking
video with the best utilization of plan and
components accessible on the product. In
digital forensics, video type is investigated
to know whether illegally produced? This
examination likewise leads video source
ID and video steganography investigation
to uncover stowed away data. In particular,
the video source ID is a significant proof
source to distinguish the sources [8]. Fil-
mora application performs video editing
simplified tasks. It is an amazing asset
choice to give shape to your imaginative
thoughts and works out positively for all
video makers. The features can help work
on audio effects, cut background noise,
and effects to video. Related to the evi-
dence collection from the cloud, I doctored
five pilot tests plans, numbered from 1 to
5, where the basic steps are establishing a
manifest with the cloud service and creat-
ing a user account. In each scenario, I per-

formed the tests listed below, each labelled
with a unique sequence number and a de-
scription of the performed action.

Test Plan 1: Google drive accessed via a
web browser

1.1: Logging to www.drive.google.com
1.2: Upload folder of files

1.3: Update the documents

1.4: Delete the folder

Test Plan 2: Desktop Central access
through  web

2.1: Software installation

2.2: Manage patches

2.3: User logging

2.4: Project creation

2.5: Create document using template

Test plan 3: Cintas access through a Web
browser

3.1: Software installation

3.2: Manage patches

3.3: User Logging

3.4: Project creation

3.5: Create a management document using
a template

Test plan 4: Access shutter stock using a
web browser

4.1 Logging to www.shutterstock.com

4.2 Upload picture

4.3 Download picture

4.4. Keyword search of a picture

Test plan 5: Access Grammarly from a
web  browser

5.1 Logging www.Grammarly.com

5.2 Upload word document file

5.3 Check grammar in word document

5.4 Save corrected word document to
Grammarly local folder
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4. Pilot test result study and discussions

The author tested the cloud services against
the most widely used web browsers (i.e.
Mozilla Firefox, Google Chrome and MS
Internet Explorer) through the test plans
from one to five on the client-side. I col-
lected the evidence of interaction between
the local computer and the cloud as such
the browser cookies, cache and history in-
formation of the browser and network traf-
fic using digital forensic tools and packet
sniffer tools. According to test plans two
and three, a set of traditional forensics tools
is used to validate the plugins installed by
Desktop Central the cloud application ver-
sion 1s known as iMeetCentral and Cintas
project management Saas software. The
SaaS names Central Desktop, Cintas and
iMeet Central are refer to the same cloud
application. Hence the terms are used at
different places of the document denotes
the same cloud application. The eviden-
tiary files are analyzed to view the meta
information of the file such as file creation
time, last access time and file size. The
pilot tests are performed 3 to four times
each, the former using live forensics tools
on a powered-on laptop computer running
Windows 10 Home Edition 64 bit and the
latter with post mortem forensics tools on
a physical image of its hard disk and with
FRED system. The following web brows-
er versions are used to test Google Drive,
Grammarly and Shutter Stock.

1.Google Chrome 9.7

2.MS Internet Explorer 5.5

3.Mozilla Firefox

As well as the tested against the follow-

ing openly available Nirsoft live forensics
tools [9], on the powered-on system. The
forensic tools used in this research are li-
cense free tools available in online. This
section describes the results obtained after
analysis of pieces of evidence collected
from the cloud from the pilot tests from 1
to 5.

4.1Test Plan 1- Google Drive accessed via
the Web browser

It has been viewed the history, cache and
cookies of IE, Google Chrome and Mozil-
la Firefox using forensic tools such as
IECookiesView, IEHistoryView, Mozil-
laCacheView, MozillaCookiesView and
MozillaHistoryView after the test one.
The history information states that Drive.
Google login page is present in the access
list of the history of the browser. The trac-
es of folder creation in Google drive is
present in the cookies of the browser. The
copy of the files created is present in the
cache as shown in figure 1. The Wireshark
packet sniffer is used to scan the traffic
where it returns that Google drive uses
SSL transmission which is a secured mode
for eavesdrop by viewing the TCP port 443
is open in the target server. The Chrome-
CacheView shows secure file upload as
stated in figure 6 the. column server-re-
sponse has the value “HTTP” which is se-
cure communication.

Test Plan 2- Desktop Central access
through the web browser

The windows registry is explored using
regscanner and Regedit forensic tools and
found that the product id entry was add-
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ed for the newly created IT management
application named Desktop Central cloud
service that is shown in figure 4. The
Wireshark packet sniffer is used to scan
the traffic where it returns that Desktop
Central uses SSL transmission which is
a secured mode for eavesdrop by view-
ing the TCP port 443 is open in the target
server which is shown in figure 2. Also as
specified by the screen of Chromecookies-
View captured in figure 5, Central Desktop
cloud service uses unsecured communica-
tions, the secure column shows “No” value
for all the Central.com urls.

4.27Test Plan 3- Cintas SaaS project man-
agement software accessible through the
web browser

The windows registry is explored using
regscanner and Regedit forensic tools and
found that the product id entry was add-
ed for the newly created project manage-
ment service by Cintas cloud service. The
Zenmap packet sniffer is used to scan the
traffic where it returns that Cintas [10] uses
SSL transmission which is a secured mode
for eavesdrop by viewing the TCP port 443
is open in the target server as shown in fig-
ure 2. But it has been identified as the serv-
er is Heartbleed vulnerable means anyone
can access the server remotely.

4.3Test Plan 4- Access Shutter Stock using
the web browser

The forensic tools IE history view,
ChromehistoryView and Mozilla history
view shows that there is a trace of files
downloaded from Shutter Stock and trace
of login page access was present, the me-

ta-information of the files has been expand-
ed using Sleuthkit. The picture files were
found to be legal files as it shows the own-
er of the files is authorized. The file sizes
are matching with exact file size whatev-
er folder explorer shows and the Sleuthkit
result shows. The browser CacheView ex-
tracts the copy of the uploaded picture file
and downloaded picture files.

4.4Test Plan 5- access of Grammarly ser-
vice by the web browser

The forensic tools such as reg edit, regis-
try viewer are used to view the registration
information after test five is completed.
There is a trace of a new product ID in
the registry for installation of Grammarly
service in the local disk. The cloud serv-
er communication is scanned and identi-
fied TCP port 443 is open which uses SSL
transmission to ensure data security. The
document file uploaded to the cloud is se-
cured against eavesdrop is ensured

Figure 1 Chrome cache view artifacts
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Figure 2 Wireshark artifacts

------

PR PR LRI R W R ] e e S

Automatic Cloud-based Digital Forensics Artifacts Categorization



Journal of Engineering and Applied Sciences, Vol. 8, Issue (2) November 2021

Figure 3 Wireshark artifacts for iMeet Central

Figure 4 Regedit Web client entry (iMeet Central)
artifacts

Figure 5 Chromecookiesview Central desk artifacts
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Figure 6 ChromeCacheview- Google Drive file down-

load artifacts

5 Conclusion

In this research, Could Computing threats
against the security breaches are discussed,
the role of Digital forensics in cloud com-
puting is emphasized. Cloud forensics and
its challenges are addressed partly by uti-
lizing digital forensics tools. The research
question “What and how the cloud artefacts
can be collected as evidentiary artefacts to
test against digital crime?” is answered
through five pilot tests result and discus-
sion. It has been utilized digital forensic
tools such as browser component view-
ers, Banner Grabbing using WireShark
and Zenmap tool to identify Eavesdrop
of communication between the local ma-
chine and cloud server. This research is a
way to explore the new ways of collecting
cloud artefacts using conventional digital
forensic tools and in future, the challenges
of digital forensics in the cloud using Net-
work devices and Mobile devices will be
analyzed.
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