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Abstract

Software as a Service (SaaS) is a paradigm that provides end users or clients easy and seamless access
to various applications, using the Internet without requiring any infrastructure or related software.
To virtualize the access to applications and functionalities, SaaS providers use the cloud-computing
environment to rent resources, thereby reducing both the capital and operational expenditure. SaaS
uses the cloud-computing infrastructure to distribute applications to many users, irrespective of their
location or infrastructure capacity. This one-to-many model with centralized control has the potential
to transform the behavior of traditional IT architecture, its pricing, partnering, and management.
With the emergence of SaaS as a delivery system, the whole software environment is moving toward
a producer-consumer system, where both are distributed globally. We point out the motivation for
accepting the new technologies, such as to reduce the expense, energy consumption, maintenance,
etc. We also point out the challenges and risks associated with the paradigm shift. The present study
categorically presents state-of-the-art research on the security issues of collaborative SaaS cloud
computing and integrating service-level-agreement and quality-of-service-related issues of SaaS in
cloud-computing environments.
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1.Introduction

In the recent years, the proliferation of
bring your own device (BYOD), handheld
devices, social networks, and related ap-
plications has been posing challenges to
the service providers, in terms of on-de-
mand network access, ubiquitous connec-
tivity, resource sharing, resource configu-
ration, down time, speed of provisioning
and re-provisioning of networks, and most
importantly, the amount of human

intervention and effort involved. In the era
of automatic computation featuring con-
venient allocation and withdrawal, seam-
less connectivity with the support of
mobility, and reduced capital expenditure
(capex) and operational expenditure
(opex), enterprises are keener to use
services without hosting them on their
physical systems.

This phenomenon introduces the concepts
of cloud computing and cloud resource
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sharing !, Service providers are searching
for robust and scalable on-demand solu-
tions with minimal management respon-
sibilities, interoperability,vendor-agnostic
hardware, flexibility, programmability, and
secure control over resources. With the in-
corporation of the cloud model, all these
above-mentioned features can be handled
with minimal service-provider interaction
and centralized control. The cloud model
can be viewed as a bouquet of five impor-
tant features, namely, on-demand self-ser-
vice, broad network access, resource pool-
ing, rapid elasticity, and measured service.
These service models can be categorized
as software as a service (SaaS), platform
as a service (PaaS), and infrastructure as a
service (IaaS). The cloud can be deployed
using any or a combination of four deploy-
ment models: private cloud, community
cloud, public cloud, and hybrid cloud .
This paper explores the business model
of SaaS along with traditional software
engineering (SE) and service-oriented ar-
chitecture techniques. The present paper
summarizes the legacy techniques and
their usability in designing and developing
a SaaS model and obtaining the best out of
the designed model. SaaS P! is a software
fabrication and distribution model where
applications (plug-and-play) are hosted
by a service provider. Customers can ac-
cess these applications through networks
without adding any physical load to their
network or experiencing security threats
(secure access to private confidential data).
The customers need not worry about the
physical server where the applications are

loaded, the processes involved, or the gen-
eration of output. They only pay for the
services used and achieve the desired re-
sults.

Therefore, the new era of SE can be viewed

SaaS
[End-User]

Paa$
[Application Developer]

laaS
[Network
Architects]

Fig. 1. High-level architecture of Cloud Computing

as service-oriented SE that comprises, in-
tegrates, and incorporates the best features
of both the service and cloud-computing
archetypes to make the development pro-
cess more advantageous for software de-
velopment and applications. In light of this,
this study discusses an applicable working
guideline on the new exemplar in software
industries. It also aims to bridge the gap
by suggesting substantial best practices,
based on analyses of cases of importing
SaaS as a running business model ! %),

Major Contribution and Organization of
the paper:

This paper presents a detailed survey of
SaaS, considering the traditional SE and
service-oriented SE approaches. It analy-
ses the effects of SE processes in devel-
oping quality software. Further, it explores
several techniques of SE models and re-
views to make SaaS a potential business
model. The remainder of this paper is or-
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ganized as follows: Section 2 discusses the
basic architecture, benefits, maturity, risks
and challenges, and other issues of SaaS.
In Section 3, a detailed exploration of the
issues associated with the migration from
traditional SE to SaaS is presented. Final-
ly, Section 4 concludes the article by dis-
cussing the role of SaaS in changing the
whole paradigm of software development.

2. SaaS in Cloud Computing

Cloud computing is a robust and scalable
dynamic platform for computing, where
configurable resources are made available
as services to users over a standard HTTP
medium. The underlying advantage is that
it is not necessary for the users to have
knowledge, expertise, or control over the
technology infrastructure in the ‘“cloud”
that supports them. A cloud-computing
system can be seen as an integration of
three subsystems: compute, storage, and
management [,

» Compute refers to the computing power
needed to formulate the complex calcula-
tions, which can be achieved by installing
high-end complex processors in the hard-
ware to provide computing capability.

» Storage is the most important component
of any cloud-computing system. It pro-
vides the service of storing large amounts
of data in the hardware.

» Management takes care of various types
of application programming interface
(API) functions and other management ca-
pabilities that the system must depict and
organize for processing.

The high-level architecture of cloud
computing is depicted in figure 1. The pro-
vider supplies the solution (software, in-
frastructure, or platform) on the Internet,
and one or more users can consume that
service “on demand” by paying for the ser-
vice. Presently, all major companies have
their own cloud-computing

frameworks, in which different types of
services are available . In the following
parts, we briefly discuss the categories of
services:

* [aaS: When the cloud offers a client with
only infrastructure or the actual hardware
(servers and disks), the system is essential-
ly an laaS.

* PaaS: Platform as a service provides all
the hardware and computing infrastructure
and maintains the platforms that are in-
stalled on the hardware. It can be thought
of as an additional layer on top of the IaaS.
* SaaS: This is the topmost layer of the
cloud framework. SaaS can be defined as
“software deployed as a hosted service
and accessed over the Internet.” [, SaaS
makes applications available over the In-
ternet, as services. Instead of paying for
the in-house installation and maintenance
of software, clients can simply access the
software via the Internet, without bother-
ing about the internal complexity of soft-
ware and/or hardware management [}
(7. 81 These applications are also known
as web-based software, on-demand soft-
ware, or hosted software. They run on the
provider’s server and the customers need
not install, maintain, or update hardware/
software. All these applications can be ac-
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cessed using the Internet only. Therefore, a
single application can serve multiple cus-
tomers using the multi-tenant architecture.
SaaS is developed with a “one-to-many”
model, whereby an application is shared
across multiple clients. It has the potential
to change the way people view of software
and therefore, has an impact on buying,
trading, and using software . A solution
attracts market and investors only when
it proves its fidelity to gain. Enterprises
and organizations of all sizes can be cat-
egorized into two service-oriented dimen-
sions:

 Line-of-business services are aimed at
facilitating business processes such as fi-
nances, supply-chain management ¥, and
customer relations, and they handle large-
scale configurable and customizable solu-
tions. They are provided on a
subscription basis.

» Consumer-oriented services are offered
to the public, sometimes, at low costs and
may be even at no cost, with the support
of advertisement. Moving from on-prem-
ise services to on-cloud services is a huge
step, which has broad impacts in three in-
terrelated areas: the business model, appli-
cation architecture, and operational struc-
ture 1),

2.1. Benefits of SaaS

By nature, SaaS resides in the Cloud. SaaS
sales reached an estimated 10 billion in
2010 and it has been projected to reach

21.3 billion by 2020. If deployed and ac-
cessed successfully, SaaS can provide

several benefits for both the providers and
customers. In the following section, we
briefly discuss the benefits of SaaS:
 Risk - Most providers provide a 30-day
free trial of the SaaS software’s full ver-
sion. The clients can utilize it for a month
before buying and verify whether it fulfils
their requirements.

* Commitment - SaaS contracts can be
cancelled any time. As a pilot approach,
most of the solution providers allow the
customers to cancel their contract and pay
for only their period of use. Alternatively,
it can be hired on a monthly basis.

* Cost - The “pay as you go” approach
for SaaS is more attractive than the cost
of software licenses, computer hardware,
support contracts, and version updates.
Thus, SAAS solutions are cost
effective 1,

* Deployment - The clients can use the ser-
vices on demand using SaaS. No prior de-
ployment time, skilled staff, or office setup
is required.

» Utilization - SaaS is continuously evolv-
ing based on user feedback. Moreover, it
is easy to use and less complex, from the
end-user point of view. Thus, it is more
user-friendly, and is utilized more than the
traditional software !,

* Security - As SaaS is controlled centrally,
it is easier to implement security updates,
feature enhancement, bug fixing, and reli-
ability solutions in SaaS, compared to the
traditional on-premise software environ-
ments %,

* Productivity - With the notion of work
from anywhere, anytime, and on any de-
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vice, SaaS solutions are more productive
than the traditional ones.

» Seamless access to the latest and great-
est - Ideally, with SaaS, the client does not
need to worry about the latest releases and
upgrades. The services are always offered
with the latest version of software and are
being improved continuously.

* Flexibility - The cloud infrastructure can
be scaled rapidly to cope with the needs
of the customer. In this way, SaaS is a
customizable and flexible solution for all
types of software requirements. It is a rec-
ommended solution for a small firm that
wants to expand, or for a firm planning to
combine traditional and service-oriented
software and reduce capex and opex !4,

2.2. Maturity Model of SaaS

There are several ways service providers
can host applications in the SaaS-cloud
framework ['*1%. The maturity model SaaS
framework is illustrated in figure 2.

* Psudo-SaaS: offers an ad-hoc and cus-
tomized version of the hosted application,
and runs its own instance of the applica-

Configurable
Multitenant

/ Configurable
Quasi-SaaS

Fig. 2. Maturity model SaaS Framework

tion at the servers.

* Quasi-SaaS: The provider maintains a
separate instance of the application for
each customer (or tenant). Each instance
of the application is the same at the cod-
ing level, but individually customized for
each tenant. The customer has the option
to specify the appearance and behavior of
the application.

» Semi-SaaS: A single instance serves all
customers, with the help of configurable
metadata that provide a distinct user expe-
rience and feature set for each user. Iso-
lation, authorization, and security policies
are implemented to guarantee the privacy
of data of each client. These sharing archi-
tectures are hidden from the end user. This
approach allows efficient use of comput-
ing resources at low costs. However, the
scalability of the application is a crucial
issue of this approach.

* True-SaaS: This approach supports mul-
ti-tenancy with application scalability, as
the provider hosts multiple clients on a
load-balanced framework of identical in-
stances, where data isolation 1s achieved.
Furthermore, because of the configurable
metadata, each client (tenant) receives a
unique user experience and customized
feature set.

2.3. Issues
Although SaaS provides many benefits to

organizations, as it is in its nascent stage,
proper planning, evaluation, and screen-
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ing is essential to make SaaS acceptable to
enterprises. The aim of SaaS is to provide
small to medium-sized enterprises with
enhanced mobility, office productivity,
and improve team collaboration by utilizing
the expediency of transferring the respon-
sibility of managing software products to
a SaaS provider. It is crucial to understand
that SaaS needs robust system architecture
capable of supporting peak usage demands
and secure and seamless processing of
large numbers of transactions in an envi-
ronment ['?), However, some issues need to
be considered carefully:

Regulatory and legal risks- In some coun-
tries, Government data-privacy laws and
regulations make it difficult for a SaaS user
and provider to share critical data when the
provider is outside the user’s country 7).

Downtime risks-If an organization moves
many functions to the cloud with SaaS
providers, a critical analysis should

be done on the risks of increased down-
time. To minimize the risk, before trusting
any SaaS provider, the organization must
verify the history of the provider from the
availability and fault-tolerance points of
view, for their real-time mission critical
data. Alternatively, enterprises may restrict
the processing of sensitive data, in house
[18]'

Data security- Data security is a big con-
cern for public clouds such as iCloud and
Dropbox. With any SaaS solution,

there is a risk of sensitive-data breach. To
minimize this risk, the security measures

of the SaaS providers should be imple-
mented with due diligence [

3. Software Engineering and SaaS

Software engineering [1990] (SE) can be
defined as an application of a systematic,
disciplined, and quantifiable approach to
the development, operation, and mainte-
nance of software; that is, the application
of engineering to software. Software de-
velopment, on the other hand, is a planned
and structured process of developing a
Nevertheless, these
terms are often used interchangeably, in
literature. To make a transition from tradi-
tional SE to SaaS cloud computing is a no-
tion of paradigm shift. It is not a small or
low-impact technology review. It calls for
changing many aspects of software devel-
opment and operation %!, In this section,
we explore and scrutinize these challenges
toward successful SaaS cloud computing.

software product.

 Service and service level: The notable
benefit of SaaS is the provision of robust,
resilient, and flexible services. In order to
realize this, a service catalog describing all
business terms must be created. This cata-
log must be able to control and constant-
ly manage the list of services in the cloud
environment, from the providers. As it fol-
lows a pay-per-go scheme, the service lev-
el should be defined and differentiated, and
it must be applicable to all processes such
as strategy making, supplier management,
service portfolio management, and service
catalog management 2!,

A brief study on Software as a Service in Cloud Computing Paradigm



Journal of Engineering and Applied Sciences, Vol. 7, Issue (1) MAY, 2020

* Problem management: One of the preva-
lent differences between the traditional SE
and SaaS is the change in organization and
management structures. There is a need for
holistic visualization and seamless prob-
lem management, with readiness to solve
customer problems fast.

* Risk and impact: SaaS can be more made
appealing with traditional feasibility anal-
ysis and risk and impact analysis. In the
cloud era, it is necessary to have an auto-
matic resource-release-and-occupy setup,
capable of dealing with changes in the re-
quirement.

* Capacity: Before provisioning a service,
the SE process must predict the total ca-
pacity. Therefore, a good prediction model
that can make predictions in terms of SaaS
properties is necessary 221,

* Finance: Strategic decision making for
pricing and operations support system/
business support system (OSS/BSS) is an-
other big challenge for SaaS. Flexibility in
terms of use can be provided at a higher
price.

* Supplier handling: It is highly necessary
to integrate different IT services according
to the defined SLAs to SaaS 12324,

* Policy enforcement and supplier manage-
ment can help select a supplier from poten-
tial vendors with healthy competition.

 Service portfolio management: To ex-
plore new business opportunities and man-

age more clients, SAAS uses the service
portfolio management process. This pro-
cess is supposed to be robust enough to
react to every possible situation.

* Common operation support: With the
promise of low downtime and faster provi-
sioning, SaaS must feature quick software
service development. The development
process must be agile, clearly defined, and
approved in advance. As SaaS claims to
lower opex, tool selection is critical so that
it can support high-level dynamic environ-
ments ],

 Service validation and testing: With the
traditional SE development cycle, a service
validation and testing system is needed for
prompt provisioning and flexible scale-up.

From the above discussion, it can be seen
that traditional SE approaches must be re-
furbished in order to make SaaS a reality.
Versateeg et al. proposed a provisioning
algorithm to ensure several enterprise
challenges such as licensing, distribution,
and configuration, and similar to achieving
the main objective of SAAS, maximiz-
ing customer satisfaction and minimizing
cost. They claimed that their proposed al-
gorithm could reduce the total cost by 48%
and the number of SLA violations by 45%,
compared to the best of the previously pro-
posed algorithms "],

In'?¢l, Park et al. presented a study on the is-
sues, risks, and potential of the SaaS-cloud
computing environment, and showed the
efficacy of such a system with some case
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studies. Tariq et al. proposed a new meth-
od in P71 for the requirement engineering
of the SaaS-cloud model and considered a
CMMI modification by adding a new re-
quirement element to the existing process.
Several requirement categories were iden-
tified to make SaaS more user-friendly and
easier to develop, during the software-de-
velopment cycle.

Wu et al. proposed a secure admission
control and resource-scheduling algorithm
281 to improve the overall QoS of the SaaS
providers. They demonstrated how their
algorithm could help the service providers
use their critical resources in real time. Us-
ing mathematical models and simulations,
they demonstrated that the scheme outper-
formed the reference ones across all ranges
of variation in QoS parameters.

Alsarhan et al. proposed an SLA frame-
work for cloud computing SaaS %! in
which, with the help of reinforced learning
and adaptive methods, they showed how
the QoS for all SaaS clients could be han-
dled efficiently without violating the SLA.
With empirical and numerical analyses,
they demonstrated the providers’ profit un-
der various cloud-environment conditions.
Peng et al. proposed a systematic frame-
work for monitoring, analyzing, and im-
proving the system performance of SaaS
environments %, In addition, the authors
represented the complex resource-alloca-
tion process using an elitist archive and
the K-means-based mathematical model.
Using some empirical case studies, they
claimed that their framework efficiently
met the requirements of end users (tenants)

in a distributed environment.

SLAs are critical for cloud deployment,
the adoption of SaaS, as well as for the
replacement of the traditional software
model. Considering this, in [31], Mubeen
et al. investigated the existing research on
the management of SLAs in the IoT appli-
cations and categorized them into seven
main technical classifications: manage-
ment, definition, modeling, negotiation,
monitoring, violation and trustworthiness,
and finally, evolution. They surveyed the
existing proposals analytically and dis-
cussed their shortcomings.

Boukerche et al. developed a task-cen-
tric energy-aware cloudlet-based mobile
cloud model P2 to address the offloading
performance, scalability, and
availability problems, aiming at increasing
the cloudlet processing throughput, reduc-
ing the energy cost on the remote cloud,
and improving the offloading execution
efficiency and energy efficiency on mo-
bile devices. The authors claimed that the
proposed energy-aware offloading model
could efficiently improve the offloading
performance for mobile devices.

In B3] Nandi et al. proposed an intuitive
model for the elastic cloud paradigm of
dynamic SLA. They designed the mod-
el in such a way that it could capture the
anticipated license requirement variations
of SaaS users. The model used greedy
heuristic-based optimization approaches
for the service provider to solve the ten-
ant on-boarding problem with dynamic
SLA constraints. They demonstrated the
efficiency of their solution by improving

security,
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the performance in terms of the overall
resource utilization and economy for both
the service provider and tenants.

Wu et al. proposed a solution ** to solve
the traditional enterprise application distri-
bution and configuration-related challeng-
es. They proposed a resource-allocation
algorithm to minimize the infrastructure
cost to convert the traditional enterprise
to SaaS so that the maximum service level
could be guaranteed to the end user using
dynamic resource sharing and virtual ma-
chines in the cloud environment.

Ghosh et al., proposed software defined
networking- based paradigm U436
where multiple controllers have been used
to provide service level guarantee for soft-
ware-as-a-service in smart grid networks.

4. Security and QoS Issues in SaaS and
Cloud Computing

In this section, some state-of-the-art stud-
ies security concerns of collabirative SaaS
and service-level-agreement (SLA)-based
quality-of-service (QoS) maximization for
SaaS in the cloud-computing environment
have been discussed. The principal con-
cerns for security related to collaborative
SaaS Cloud have been depicted in Fig 3.
From the end user point of view, the main
challenge is selecting an ideal SaaS cloud
provider and secure the collaboration ser-
vice offered by it to prevent unauthorized
disclosure of sensitive information.
There is active research being carried out
since the conceptualization of Cloud com-
puting. In B7 Khalil et al., extensively

discuss the basics of cloud security in the
point of vulnerability, risk models, various

k\ C
\

Virtualization
\ SaaS
Security
\Concerns

Data
Breaching

Fig 3: Security Concerns in Collaborative SaaS

attacks and similar security flaws. They
categorically discussed the shortcomings
of existing security modules. Incorporation
of Cloud computing SaaS in any industry
and real time solution, quality of service
(QoS) plays a vital role.

In B¥, Zheng et al., proposed a prediction
framework for QoS ranking for cloud ser-
vices. Using the real-world QoS data from
past customers the algorithm directly pre-
dicts the QoS rankings of several cloud
services. The efficacy of integrating of
cloud computing in modern service mod-
el and empirically discussed several QoS
selection problem by providing a compar-
ison framework to evaluate the QoS and
performance of cloud models have been
discussed in ). To make SaaS a reality,
cloud service description (CSD) is an im-
portant factor to be considered. The lack
of standardization in CSD in several tech-

A brief study on Software as a Service in Cloud Computing Paradigm



Journal of Engineering and Applied Sciences, Vol. 7, Issue (1) MAY, 2020

niques spans from language, standards,
ontologies, models, etc. creates a huge
misconception in technical, operational,
business, and semantic aspects of SAAS.
Ghazouani et al., in*” presented a compar-
ative study of CSD issues from different
perspectives. They showed the proposed
approach USDL (Unified Service Descrip-
tion Language) has the potential to provide
appropriate service description by cover-
ing three aspects like technical, operation-
al, and business.

In ™, Lovas et al., proposed a novel soft-
ware container-based cloud orchestration
framework to manage both aspects of cy-
ber physical systems server-side frame-
work for sensor-based networks and con-
figurable simulation tool for predicting
the behavior of manufacturing systems as
well. Software-Defined Networking (SDN)
opened up new paradigm for networking
by enabling programmability, scalability,
dynamic control and fast reconfiguration.

Several works **1 studied extensively
how these characteristics can be merged
to cloud computing to get more benefits
in point of traffic engineering, network
virtualization, power optimization, recon-
figuration, fast failure, performance and
security in multi-cloud environment. SDN
can take lead role to redesign the service
provisioning model of laaS and SaaS with-
out changing the physical network at all to
provide more flexible and efficient cloud
computing along with quality and perfor-
mance of SaaS services [,

With the proliferation of cloud computing

in several business model and solutions,
diverse security and privacy issues are
coming out which in-cumber the adop-
tion of this new computing paradigm by
common users. To guarantee a secure
and trustworthy service level cloud envi-
ronment, addressing security and privacy
challenges become very important. In 46
], critical security challenges and factors
have been identified and analysed regard-
ing embedded system, application, storage
system, clustering where SaaS can provide
efficient solutions. Both Private and Pub-
lic cloud security recommendations have
been listed 4%,

Rath et al., investigated issues like sys-
tem and data security, latency, QoS, com-
munication security, availability of cloud
resources Y. To strengthen the security
and resilience of Cloud SaaS application,
a general guideline for developing such
applications has been formalized. Several
useful case studies have been given for se-
curity patterns and solutions in AWS and
Azure B! 132,

5. Future Research Directions

In order to make SaaS more popular to En-
terprise and IT end users, SDN can play a
vital role. SDN controlled wide area net-
work (SD-WAN) can be a powerful choice
to get high performance, availability and
reliability from their SaaS deployments.
Without depending on the data center traf-
fic, using SD-WAN data can be migrated
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by identifying and offloading internet and
cloud traffic in order to achieve consistent,
ripple free SaaS reliability, even during
link failure. Dynamic and runtime decision
can be taken to reroute the information and
get higher performance. Network Function
Virtualization (NFV) is another important
tool for virtualizing important functional-
ities without changing the physical sub-
strate. NFV can handle the migration of in
network computation from dedicated phys-
ical hardware substrate to SDN enabled
do as needed basis model. Recent trend in
wireless communication and Cloud-RAN
architecture for radio access networks in-
cluding future 5G wireless networks can
be examined and SDN-NFV can be used
for all cloud communication concepts. To
provide seamless, fast reliable service to
the SaaS end users and increasing deploy-
ability of SaaS open issues and future op-
portunities can be explored.

6. Conclusions

From the above discussion and review
of recent literature, it can be easily seen
that SaaS has the potential to change the
whole paradigm of software development
and distribution in the near future. This pa-
per reviewed several aspects of the SaaS
in the cloud computing paradigm. Some
challenges of service-level-agreement
(SLA)-based quality-of-service (QoS)
maximization for SaaS in the cloud-com-
puting environment have been pointed out
and discussed. Security and virtualization
are two main aspects to consider making

customers more attracted to the services
of SaaS. The present paper also conducts
a overview study to move forward with
these cutting edge research trends and
technologies.
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