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3 1 Introduction to security Basic concepts: threats,
vulnerabilities, controls; risk; confidentiality, integrity,
availability; security policies, security mechanisms;
assurance; prevention, detection, deterrence




Cryptography (1) Basic cryptographic terms ,Historical
background Symmetric crypto primitives

Cryptography (2) Modes of operation Cryptographic
hash functions Asymmetric crypto primitives

Program security (1) Malicious code: viruses, Trojan
horses, worms Program flaws: buffer overflows, time-of-
check to time of-

use flaws, incomplete mediation

Program security (2) Defenses -Software development
controls Testing techniques

Operating systems security (1) Memory, time, file,
object protection requirements and Techniques
,Protection in contemporary operating systems
Identification and authentication Identification goals
Authentication requirements Human authentication
Machine authentication

Operallng systems security (2) Assurance; trust , Design
principles , Evaluation criteria ,Evaluation process

Database security (1) Database integrity ,Database
secrecy

Database security (2) Inference control ,Multilevel
databases

Network security(1) Network threats: eavesdropping,
spoofing, modification, denial of service attacks

Network security(2) Introduction to network security
techniques: firewalls, virtual private networks, intrusion
detection

Web security Attacks on Clients ,Attacks on Servers

Management of security(1)Security policies

Management of security(2) Risk analysis Physical threats
and controls
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Computer Security: Principles and Practice” , William Stallings, Lawrie Brown , Prentice Hall
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Information Security : Principles and Practice" , Mark Stamp , Jon Wiley & Sons Inc
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